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Establishing lower bounds
A v evit R Setup and parameters:
T | Adversarial example in X

» All results are for an £, adversary

Speedups from custom algorithm

Formulation: Learning with a Test-time Adversary

N() N.eighjaor].nood constraint function for adversary, i.e. & € N(z) The discrete joint probability distribution P over data from two » (eneric solver is the non-linear general purpose convex solver from
P Distribution of labeled examples (on X x {—1,1}) classes, and the neighborhood function N(-) define a bipartite conflict CVXOPT
h Soft classifier with h(x) € [0, 1]1=11 graph G with incidence matriz E. Let p € RY with p, = P({v}). Let S , ,
e ) ¢ be the minimizer of the following program: Variation in runtime with number of samples:
Receives i.i.d. labeled training data ((x1, 1), ..., (zn, yn)) ~ P" and selects h . oG ™ famee =]
Test-time adversary: i (( ) ( )) mqm Z —Polog g, s:t.g 20 ; 3}1%3* *********** ************* ************* *********** ************* ************ g TQH*
Receives labeled natural example (Trest, Ymest) ~ P and selects & € N (2 ) VP Vo<1 5 g , ,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,
Performance metric: . . ) . =" . . a0 o s e o o o
L°E(h, N, P) = Ep [SUP:Y;EN(Q:) (CE(h, (7, yTestm (Cross-entropy loss of A on Then, t.h.e?“e zs*a classifier h tfiat gc%hze*ves the ?Orfg%t—classzﬁcatwn ol e ample Size
adversarial examples) probabilities q* and for all h, Ep|t™>(h", v)] < Ep[**(h,v)]. Variation in runtime with adversary’s budget:

Problem Statement: Takeaways: .
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and adversary constrained to N(-)? the solution provides optimal -
: : classification probabilities o L 3 3 1
Conflict graph and feasible outputs > Solution to the dual convex S I T
Constructine th Aict h problem is the optimal
ONSLIUCLIls LLE CONLICL Shap adversarial strategy Comparing empirical and optimal lower bounds
For discrete distributions of by ‘ ‘ | ‘ | |PX1 | ‘ » Applies to all discrete
examples Py, and Py, | \\ / \ / \ /\ /\ di-étributmns, including vl Optimal lower bounds:
construct a bipartite graph X ) popular vision datasets such » 3 vs. 7 binary classification problem for each dataset
recording neighborhood Y - \/ \/ \ / \ / \\ ) as CTFAR-10 etc. » Optimal lower bounds obtained using custom algorithm
intersection information: l ‘ P Xl‘ ‘ ‘ ‘ ‘ ‘ » Lower bound increases with the number of samples

Efficient computation of lower bounds

gein)jj Z;ﬁdggc(zipz Sgejt V?th verex W“///..//‘//l » Lower bound can be computed using a generic convex solver, but too
5 slow in practice (13 hours for complete 2-class CIFAR-10)

» Custom algorithm achieves 1000x speed-up by exploiting the bipartite
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Determining set of feasible output probabilities

(a) MNIST (b) Fashion MNIST (c) CIFAR-10
Conflict graph G allows for the determination of polytope of feasible output graph structure How effective is robust training?
probabilities » [nables the computation of lower bounds in a vast range of settings > ResNet-18 is trained for each dataset using Projected Gradient

oriiim sRERch WILh an exampie Descent-based adversarial training and TRADES

» Attack strength is empirically evaluated using AutoAttack
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Let ¢ € RY be the vector of correct-classification probabilities obtained by a Imt@l SHESS for CO”?@. V////I
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