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Formulation: Learning with a Test-time Adversary
(x, y) Labeled natural examples in X × {−1, 1}

x̃ Adversarial example in X
N(·) Neighborhood constraint function for adversary, i.e. x̃ ∈ N(x)
P Distribution of labeled examples (on X × {−1, 1})
h Soft classifier with h(x) ∈ [0, 1]{−1,1}

Learner:
Receives i.i.d. labeled training data ((x1, y1), . . . , (xn, yn)) ∼ P n and selects ĥ
Test-time adversary:
Receives labeled natural example (xTest, yTest) ∼ P and selects x̃ ∈ N(xTest)
Performance metric:
LCE(h, N, P ) = EP

[
supx̃∈N(x) `CE(h, (x̃, yTest))

]
(Cross-entropy loss of h on

adversarial examples)
Problem Statement:
What is infh LCE(h, N, P ) for all classifiers h, a 2-class discrete distribution P
and adversary constrained to N(·)?

Conflict graph and feasible outputs

Constructing the conflict graph
For discrete distributions of
examples PX1 and PX−1,
construct a bipartite graph
recording neighborhood
intersection information:

X
PX−1

X
PX1

X

Conflict graph G, with vertex
set V and edge set E

Determining set of feasible output probabilities
Conflict graph G allows for the determination of polytope of feasible output
probabilities
Lemma

Let q ∈ RV be the vector of correct-classification probabilities obtained by a
classifier. The feasible set of such probabilities is

q ≥ 0
Mq ≤ 1.

where M =
(

E
I

)
∈ R(EtV)×V and E ∈ RE×V is the edge incidence matrix

of the conflict graph.

Takeaways:
I This is the fractional vertex packing polytope of the graph
I Larger budgets lead to more intersections and a smaller feasible set
I Construction of the conflict graph and associated polytope can be applied to

any possible adversarial constraint, including standard `p ball constraints

Establishing lower bounds

Theorem
The discrete joint probability distribution P over data from two
classes, and the neighborhood function N(·) define a bipartite conflict
graph G with incidence matrix E. Let p ∈ RV with pv = P ({v}). Let
q∗ be the minimizer of the following program:

min
q

∑
v:pv>0

−pv log qv s.t. q ≥ 0

Mq ≤ 1.

Then, there is a classifier h∗ that achieves the correct-classification
probabilities q∗ and for all h, EP [ ˜̀CE(h∗, v)] ≤ EP [ ˜̀CE(h, v)].

Takeaways:
I Lower bound is achievable:

the solution provides optimal
classification probabilities

I Solution to the dual convex
problem is the optimal
adversarial strategy

I Applies to all discrete
distributions, including
popular vision datasets such
as CIFAR-10 etc.

v1

v2
v3

Efficient computation of lower bounds

I Lower bound can be computed using a generic convex solver, but too
slow in practice (13 hours for complete 2-class CIFAR-10)

I Custom algorithm achieves 1000× speed-up by exploiting the bipartite
graph structure

I Enables the computation of lower bounds in a vast range of settings
Algorithm sketch with an example:

1. Initial guess for correct
classification probabilities
comes from global class
frequencies

2. Maximum weight
independent set identifies
vertices where current
probabilities are too low

3. Split into subproblems
and obtain next guess
from class frequencies
within the subproblems

4. Recursion stops when the
max-weight independent
sets are the classes
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Speedups from custom algorithm

Setup and parameters:
I All results are for an `2 adversary
I Generic solver is the non-linear general purpose convex solver from

CVXOPT
Variation in runtime with number of samples:
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Figure 5. Variation in minimum log-loss for an `2 adversary with adversarial budget ε and the number of samples from each class. The
maximum possible log-loss is ln 2, which is around 0.693. The total number of samples is 5000.
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Figure 6. Variation in minimum log-loss for an `2 adversary with adversarial budget ε and the number of samples from each class. The
maximum possible log-loss is ln 2, which is around 0.693. The total number of samples is 5000.
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Figure 7. Comparing the population-level and sample-level lower
bounds on cross-entropy loss for synthetic 2-class Gaussian data
of dimension 100.

(Bubeck et al., 2018; Awasthi et al., 2019; Montasser et al.,
2020) has focused on instances where computationally effi-
cient robust learning is possible.

Robust training of neural networks. Adversarial train-
ing (Madry et al., 2018) with follow-up improvements in
TRADES (Zhang et al., 2019), remains the most successful
robust training technique. Its performance is further im-
proved with larger networks (Gowal et al., 2020), smooth
activations (Xie et al., 2020), early stopping (Rice et al.,
2020), and careful tuning of weight decay (Pang et al., 2021).
Some other works investigate the effect of weight pertur-
bation (Wu et al., 2020), weight averaging (Gowal et al.,
2020), sub-networks on robustness (Sehwag et al., 2020)
and additional data (Carmon et al., 2019). Wang et al. (2020)
further demonstrate minor improvements in robustness with
sample-weighted adversarial training. Goibert & Dohma-
tob (2019) show that the use of smoothed labels obtained
from the classifier can improve upon benign training, but
performs worse than standard adversarial training. For a
detailed comparison of state-of-the-art robust training tech-

niques, we refer the reader to RobustBench (Croce et al.,
2020).

6. Discussion
In this paper, we have provided a framework to compute
optimal lower bounds on the cross-entropy loss for general
discrete distributions as well as Gaussian mixtures. We
showed how to leverage this framework to analyze current
robust training methods.

While the results in this paper are restricted to the two-class
case, here we sketch how they can be extended to the multi-
class setting. There are several relationships between our
approach to the two class problem and the analogous quan-
tities for the k-class problem with k ≥ 3. When k ≥ 3, the
targeted and untargeted adversarial classification problems
become distinct. The untargeted version is the direct gen-
eralization of our formulation for the two class version. In
the targeted version, in addition to a labeled example, the
adversary received another random class label that serves
as the target and the classifier incurs a loss based on the
probability for the target class assigned to the adversarial
example. Clearly, the untargeted version is more favorable
for the adversary and the optimal loss for the untargeted
version is at least as large as the optimal loss for the targeted
version. Using the optimal losses for all of the one-vs-one
and one-vs-rest two-class classification tasks, simple lower
bounds on the optimal loss for both versions of the k-class
problem can be derived.

Our characterization of the exact optimal loss extends to
the untargeted version of the k-class problem in a reason-
bly straightforward manner. The bipartite conflict graph is
replaced with a k-partite hypergraph: hyperedges contain
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(Bubeck et al., 2018; Awasthi et al., 2019; Montasser et al.,
2020) has focused on instances where computationally effi-
cient robust learning is possible.

Robust training of neural networks. Adversarial train-
ing (Madry et al., 2018) with follow-up improvements in
TRADES (Zhang et al., 2019), remains the most successful
robust training technique. Its performance is further im-
proved with larger networks (Gowal et al., 2020), smooth
activations (Xie et al., 2020), early stopping (Rice et al.,
2020), and careful tuning of weight decay (Pang et al., 2021).
Some other works investigate the effect of weight pertur-
bation (Wu et al., 2020), weight averaging (Gowal et al.,
2020), sub-networks on robustness (Sehwag et al., 2020)
and additional data (Carmon et al., 2019). Wang et al. (2020)
further demonstrate minor improvements in robustness with
sample-weighted adversarial training. Goibert & Dohma-
tob (2019) show that the use of smoothed labels obtained
from the classifier can improve upon benign training, but
performs worse than standard adversarial training. For a
detailed comparison of state-of-the-art robust training tech-

niques, we refer the reader to RobustBench (Croce et al.,
2020).

6. Discussion
In this paper, we have provided a framework to compute
optimal lower bounds on the cross-entropy loss for general
discrete distributions as well as Gaussian mixtures. We
showed how to leverage this framework to analyze current
robust training methods.

While the results in this paper are restricted to the two-class
case, here we sketch how they can be extended to the multi-
class setting. There are several relationships between our
approach to the two class problem and the analogous quan-
tities for the k-class problem with k ≥ 3. When k ≥ 3, the
targeted and untargeted adversarial classification problems
become distinct. The untargeted version is the direct gen-
eralization of our formulation for the two class version. In
the targeted version, in addition to a labeled example, the
adversary received another random class label that serves
as the target and the classifier incurs a loss based on the
probability for the target class assigned to the adversarial
example. Clearly, the untargeted version is more favorable
for the adversary and the optimal loss for the untargeted
version is at least as large as the optimal loss for the targeted
version. Using the optimal losses for all of the one-vs-one
and one-vs-rest two-class classification tasks, simple lower
bounds on the optimal loss for both versions of the k-class
problem can be derived.

Our characterization of the exact optimal loss extends to
the untargeted version of the k-class problem in a reason-
bly straightforward manner. The bipartite conflict graph is
replaced with a k-partite hypergraph: hyperedges contain
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Figure 9. Comparing the population-level and sample-level lower
bounds on cross-entropy loss for synthetic 2-class Gaussian data
of dimension 100.

for future work in this domain.
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for future work in this domain.
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Comparing empirical and optimal lower bounds

Optimal lower bounds:
I 3 vs. 7 binary classification problem for each dataset
I Optimal lower bounds obtained using custom algorithm
I Lower bound increases with the number of samplesLower Bounds on Cross-entropy Loss in the Presence of Test-time Adversaries

0

0.1

0.2

0.3

0.4

0.5

0.6

0.7

2 2.5 3 3.5 4 4.5 5 5.5 6

C
ro

ss
-e

nt
ro

py
lo

ss

ε

200
800

3200
5000

(a) MNIST

0

0.1

0.2

0.3

0.4

0.5

0.6

0.7

2 2.5 3 3.5 4 4.5 5 5.5 6

C
ro

ss
-e

nt
ro

py
lo

ss

ε

200
800

3200
5000

(b) Fashion MNIST

0

0.1

0.2

0.3

0.4

0.5

0.6

0.7

3 3.5 4 4.5 5 5.5 6 6.5 7

C
ro

ss
-e

nt
ro

py
lo

ss

ε

200
800

3200
5000

(c) CIFAR-10

Figure 1. Variation in minimum log-loss for an `2 adversary with adversarial budget ε and the number of samples from each class. The
maximum possible log-loss is ln 2, which is around 0.693. The total number of samples is 5000.

et al., 2013). Finally, we uncover a gap between the loss
obtained by several robust training methods and the lower
bound, and investigate the use of ‘soft-label’ training with
optimal classifier outputs to close this gap. All results are
obtained on an Intel Xeon cluster with 8 P100 GPUs.

4.1. Lower bounds on robustness for real-world
datasets

From Theorem 3 and Algorithm 1, we have an efficient
method to compute the optimal log-loss for any empirical
distribution. Here, we consider 3 benchmark computer
vision datasets: MNIST (LeCun & Cortes, 1998), Fashion
MNIST (Xiao et al., 2017) and CIFAR-10 (Krizhevsky &
Hinton, 2009). Each of these datasets is originally a 10-
class classification problem, and from each, without loss
of generality, we choose the ‘3 vs. 7’ classification task as
a representative binary classification problem (results for
other choices are in Section C of the Appendix). In each
case, there are a total of n = 5000 training samples per
class which can be used to compute the lower bound.

To derive a numerical bound, we need to specify the neigh-
borhood function (adversarial constraints). While our
bounds are valid for any non-empty neighborhood func-
tion, we pick the commonly used `2-norm ball constraint,
parametrized by its radius ε. This has been used numer-
ous times for both attacks (Carlini & Wagner, 2017) and
defenses (Madry et al., 2018), and has well-established
benchmarks (adv). Although `p-norm constraints have been
critiqued (Gilmer et al., 2018a; Evtimov et al., 2020), we
nonetheless choose to use them to provide a point of com-
parison with existing work.

Algorithm implementation: We first create the conflict
graph by checking for `2 ball intersections between all pairs
of points from the two classes. The number of vertices
V in the conflict graph G is n1 + n−1. We will generally
consider the case when the total number of datapoints in
each class is equal, giving |V| = 2n. The total number of
edges E is then p̂(n, ε)n2, where p̂(n, ε) is an estimate of
the probability that the neighborhoods around points from
the two classes have a non-empty intersection. We find that

for the `2 norm, p̂(n, ε) increases monotonically with ε and
unlike the log-loss, is largely independent of the number of
samples (Section C of the Appendix).

Using this conflict graph, represented by a sparse matrix,
we use Algorithm 1 to compute the lower bound. We use
the maximum flow algorithm from Scipy (Virtanen, 2020)
as LinOpt at the top level and for each recursively obtained
split. This implementation uses the Edmonds-Karp (Ed-
monds & Karp, 1972) algorithm. We note that any linear
program solver can be used and casting the problem as
maximum flow is not canonical.

Numerical lower bounds: In Figure 1, we plot the varia-
tion in the minimum cross-entropy loss over the full set of
5000 training samples for all 3 datasets as the adversary’s `2
budget is varied. The lower bound is only non-trivial after a
budget of around 3.0 for the MNIST dataset and 4.0 for the
CIFAR-10 dataset. At smaller budgets, the optimal classifier
can achieve 0 loss even in the presence of an adversary. We
note that this classifier may not generalize well to test data,
since these bounds do not represent the population lower
bound over the unknown underlying distribution.

Impact of subsampling: We also analyze the impact of
subsampling from the complete set of samples to under-
stand the dependence of the lower bound on the number of
samples. We find that as the number of samples increases,
the lower bound increases as well, indicating the presence of
more intersections among samples, and thus more flexibility
for the adversary.

Empirical runtime comparison: We compare the runtime
of Algorithm 1 using the max-flow solver from Scipy to
that of the general purpose solver for convex programs with
non-linear objective functions from CVXOPT (Andersen
et al., 2013), which uses primal-dual interior point methods
(Boyd et al., 2004).

The two parameters that determine the runtime of the algo-
rithms to compute the minimum log-loss are the number of
vertices |V| and the adversary’s budget ε which controls the
graph density. In Figure 2a, we show the variation in CPU
time in seconds as the number of vertices in each class is
varied. The mean and standard deviation over 10 runs is

How effective is robust training?
I ResNet-18 is trained for each dataset using Projected Gradient

Descent-based adversarial training and TRADES
I Attack strength is empirically evaluated using AutoAttackLower Bounds on Cross-entropy Loss in the Presence of Test-time Adversaries
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Figure 4. Comparison on training data between the cross-entropy
loss (computed using AutoAttack) obtained by different training
methods versus the optimal loss.

with robust training. Resnet-101 for FMNIST reduces cross-
entropy loss to 0.42, in comparison to 0.45 with ResNet-18,
which is close to the optimal loss for Fashion MNIST at
ε = 5.0. Additionally, with over 15 different activation
functions, we did not observe any significant drop in cross-
entropy loss compared to the standard ReLU. Further details
and results are in Section D of the Appendix.

Using soft labels. Training using soft labels is known to
improve the performance of deep neural networks (Zheng
et al., 2016). Since at higher values of ε, the optimal classi-
fier may assign a higher probability to the opposite class as
the true label, the obtained soft labels are noisy. To avoid in-
troducing this label noise, while also extracting meaningful
gradients, we impose a lower bound on the probability of
the correct class (details in Section D of the Appendix). We
find that training with these clipped soft-labels can reduce
the cross-entropy loss by a significant margin (Table 1). Ad-
ditionally, this method can also improve the 0− 1 loss for
the MNIST datasets for a range of budgets (Section D of the
Appendix). Overall, these results indicate that appropriately
calibrated soft label training can help with robustness.

5. Related Work
We only discuss the closest related work here on theoretical
analysis of test-time adversaries and robust training. Exten-
sive surveys (Papernot et al., 2016; Liu et al., 2018; Biggio

Table 1. Comparison of train and test set robust accuracy with
different robust training techniques for the FMNIST dataset.

FMNIST (ε = 4.6) FMNIST (ε = 5.0)

Train Test Train Test

Hard labels 0.349 0.348 0.451 0.451
Clipped soft labels 0.326 0.331 0.419 0.420

Optimal 0.305 – 0.401 –

& Roli, 2017; Li et al., 2020) provide a broader overview.

Information-theoretic limits on robust learning. All pre-
vious work on information-theoretic limits on robust learn-
ing has focused on the 0 − 1 loss. (Dohmatob, 2019) and
(Mahloujifar et al., 2019) use the ‘blowup’ property of spe-
cific data distributions to determine bounds on the robust
loss, given some level of loss on benign data. (Bhagoji
et al., 2019) and (Pydi & Jog, 2020) use optimal transport to
provide lower bounds on the robust loss for a general class
of distributions, without a dependence on the loss on benign
data. While (Pydi & Jog, 2020) does consider convex losses,
we are the first to provide an explicit method and framework,
as well as numerical results, for the cross-entropy loss.

Generalization for adversarially robust learning. A
number of papers analyze the sample complexity of robust
learning for specific distributions of interest such as Gaus-
sians (Schmidt et al., 2018; Javanmard et al., 2020; Dan
et al., 2020), uniform (Diochnos et al., 2018) and spherical
(Gilmer et al., 2018b). The sample complexity of PAC-
learning (worst case over distributions) for robust classifiers
has also been derived (Cullina et al., 2018; Yin et al., 2019;
Montasser et al., 2019). However, this line of work does not
analyze the minimum possible loss, only the gap between
the minimum and learned.

Computational limits of robust learning. Computation-
ally bounded adversaries (Garg et al., 2020) were consid-
ered to devise instances where there is a separation between
their power and that of unbounded adversaries. Other work
(Bubeck et al., 2018; Awasthi et al., 2019; Montasser et al.,
2020) has focused on instances where computationally effi-
cient robust learning is possible.

Robust training of neural networks. Adversarial train-
ing (Madry et al., 2018) with follow-up improvements in
TRADES (Zhang et al., 2019), remains the most successful
robust training technique. Its performance is further im-
proved with larger networks (Gowal et al., 2020), smooth
activations (Xie et al., 2020), early stopping (Rice et al.,
2020), and careful tuning of weight decay (Pang et al., 2021).
Some other works investigate the effect of weight pertur-
bation (Wu et al., 2020), weight averaging (Gowal et al.,
2020), sub-networks on robustness (Sehwag et al., 2020)
and additional data (Carmon et al., 2019). Wang et al. (2020)
further demonstrate minor improvements in robustness with
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Figure 4. Comparison on training data between the cross-entropy
loss (computed using AutoAttack) obtained by different training
methods versus the optimal loss.

with robust training. Resnet-101 for FMNIST reduces cross-
entropy loss to 0.42, in comparison to 0.45 with ResNet-18,
which is close to the optimal loss for Fashion MNIST at
ε = 5.0. Additionally, with over 15 different activation
functions, we did not observe any significant drop in cross-
entropy loss compared to the standard ReLU. Further details
and results are in Section D of the Appendix.

Using soft labels. Training using soft labels is known to
improve the performance of deep neural networks (Zheng
et al., 2016). Since at higher values of ε, the optimal classi-
fier may assign a higher probability to the opposite class as
the true label, the obtained soft labels are noisy. To avoid in-
troducing this label noise, while also extracting meaningful
gradients, we impose a lower bound on the probability of
the correct class (details in Section D of the Appendix). We
find that training with these clipped soft-labels can reduce
the cross-entropy loss by a significant margin (Table 1). Ad-
ditionally, this method can also improve the 0− 1 loss for
the MNIST datasets for a range of budgets (Section D of the
Appendix). Overall, these results indicate that appropriately
calibrated soft label training can help with robustness.

5. Related Work
We only discuss the closest related work here on theoretical
analysis of test-time adversaries and robust training. Exten-
sive surveys (Papernot et al., 2016; Liu et al., 2018; Biggio

Table 1. Comparison of train and test set robust accuracy with
different robust training techniques for the FMNIST dataset.

FMNIST (ε = 4.6) FMNIST (ε = 5.0)

Train Test Train Test

Hard labels 0.349 0.348 0.451 0.451
Clipped soft labels 0.326 0.331 0.419 0.420

Optimal 0.305 – 0.401 –

& Roli, 2017; Li et al., 2020) provide a broader overview.

Information-theoretic limits on robust learning. All pre-
vious work on information-theoretic limits on robust learn-
ing has focused on the 0 − 1 loss. (Dohmatob, 2019) and
(Mahloujifar et al., 2019) use the ‘blowup’ property of spe-
cific data distributions to determine bounds on the robust
loss, given some level of loss on benign data. (Bhagoji
et al., 2019) and (Pydi & Jog, 2020) use optimal transport to
provide lower bounds on the robust loss for a general class
of distributions, without a dependence on the loss on benign
data. While (Pydi & Jog, 2020) does consider convex losses,
we are the first to provide an explicit method and framework,
as well as numerical results, for the cross-entropy loss.

Generalization for adversarially robust learning. A
number of papers analyze the sample complexity of robust
learning for specific distributions of interest such as Gaus-
sians (Schmidt et al., 2018; Javanmard et al., 2020; Dan
et al., 2020), uniform (Diochnos et al., 2018) and spherical
(Gilmer et al., 2018b). The sample complexity of PAC-
learning (worst case over distributions) for robust classifiers
has also been derived (Cullina et al., 2018; Yin et al., 2019;
Montasser et al., 2019). However, this line of work does not
analyze the minimum possible loss, only the gap between
the minimum and learned.

Computational limits of robust learning. Computation-
ally bounded adversaries (Garg et al., 2020) were consid-
ered to devise instances where there is a separation between
their power and that of unbounded adversaries. Other work
(Bubeck et al., 2018; Awasthi et al., 2019; Montasser et al.,
2020) has focused on instances where computationally effi-
cient robust learning is possible.

Robust training of neural networks. Adversarial train-
ing (Madry et al., 2018) with follow-up improvements in
TRADES (Zhang et al., 2019), remains the most successful
robust training technique. Its performance is further im-
proved with larger networks (Gowal et al., 2020), smooth
activations (Xie et al., 2020), early stopping (Rice et al.,
2020), and careful tuning of weight decay (Pang et al., 2021).
Some other works investigate the effect of weight pertur-
bation (Wu et al., 2020), weight averaging (Gowal et al.,
2020), sub-networks on robustness (Sehwag et al., 2020)
and additional data (Carmon et al., 2019). Wang et al. (2020)
further demonstrate minor improvements in robustness with
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