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Reasoning about adversaries

Can we argue rigorously about when a classifier exists that can 
distinguish between adversarially modified points?
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Intuition: Use data geometry

Cost = 0
Cost = 1

Space of data

Cost = 0
Cost = 1

No classifier can distinguish 
(i.e. at least one point is misclassified)⬄

Composite cost =0Note: Composite 
cost 0 only if cost 
0 regions for two 
points intersect

How do we compute the cost between class-wise distributions?

C(P1, P�1) = inf
P1,�12⇧(P1,P�1)

E(X1,X�1)⇠P1,�1
[c(X1, X�1)]

<latexit sha1_base64="M4oYPVGLQ+prO39/sdZJR4A7HJs="></latexit>

Find the joint distribution with the lowest cost:
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Discrete distributions: Minimum weight matching

(0,1) (2,1) (4,1) (6,1) (9,1)

(1,-1) (3,-1) (5,-1) (8,-1) (10,-1)

0 0 0 00 0 0 01

Cost of this matching = 

Loss of Optimal Classifier (with adversary) is 

For discrete i.i.d distributions, minimum cost is achieved at disjoint pairing of points,  
i.e. minimum weight matching 
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- Kantorovich duality provides an alternate formulation of optimal transport in terms of potential functions:  

C(P1, P�1) = sup
f,g

E[g(X�1)]� E[f(X1)]
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h̃(x) =

(
y : N(x) ✓ h�1(y)

? : otherwise.
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- Degraded classifiers combine classification and adversarial constraints:  

- Following potentials are valid for the composite cost:  
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Figure 1: The relationships between a classifier
h : X ! {1,�1}, a degraded classifier h̃ : X̃ !

{1,�1,?}, and potential functions f, g : X ! R.

Potential functions from classifiers Now we
can explore the relationship between transport
and classification. Consider a given hypoth-
esis h : X̃ ! {�1, 1}. A labeled adver-
sarial example (x̃, y) is classified correctly if
x̃ 2 h�1(y). A labeled example (x, y) is clas-
sified correctly if N(x) ✓ h�1(y). Following
Cullina et al. [23], we define degraded hypothe-
ses h̃ : X ! {�1, 1,?},

h̃(x) =

⇢
y : N(x) ✓ h�1(y)
? : otherwise.

This allows us to express the adversarial classi-
fication accuracy of h, 1� L(N, h, P ), as
1

2
(E[1[h̃(X1) = 1]] + E[1[h̃(X�1) = �1]]).

Observe that 1[h̃(x) = 1] + 1[h̃(x0) = �1] 
(cN � c>N )(x, x0) + 1. Thus the functions f(x) = 1 � 1[h̃(x) = 1] and g(x) = 1[h̃(x) = �1] are
admissible potentials for cN � c>N . This is illustrated in Figure 3.

Our first theorem characterizes optimal adversarial robustness when h is allowed to be any classifier.

Theorem 1. Let X and X̃ be Polish spaces. Let N : X ! 2X̃ be a neighborhood function such that

the set {(x, x̃) : x̃ 2 N(x)} is closed. For any pair of distributions PX1 ,PX�1 on X ,

(CN � C>

N )(PX1 , PX�1) = 1� 2 inf
h

L(N, h, P )

where h : X̃ ! {1,�1} can be any measurable function.

In the case of finite spaces, this theorem is essentially equivalent to the König-Egerváry theorem on
size of a maximum matching in a bipartite graph. The full proof is in Section A of the Appendix.

If instead of all measurable functions, we consider h 2 H, a smaller hypothesis class, Theorem 1
provides a lower bound on infh2H L(N, h, P ).

4 Gaussian data: Optimal loss

In this section, we consider the special case when the the data is generated from a mixture of two
Gaussians with identical covariances and means that just differ in sign. Directly applying (1) or (2),
requires optimization over either all classifiers or all transportation plans. However, a classifier and a
coupling that achieve the same cost must both be optimal. We exploit this to show that optimizing over
linear classifiers and ‘translate and pair’ transportation plans is sufficient to characterize adversarial
robustness in this case.

Problem setup: Consider a labeled example (X,Y ) 2 Rd
⇥ {�1, 1} such that the example X has

a Gaussian conditional distribution, X|(Y = y) ⇠ N (yµ,⌃), and Pr(Y = 1) = Pr(Y = �1) = 1
2 .

Let B ✓ Rd be a closed, convex, absorbing, origin-symmetric set. The adversary is constrained to
add perturbations to a data point x contained within �B, where � is an adversarial budget parameter.
That is, for all x, N(x) = x + �B. This includes `p-constrained adversaries as the special case
B = {z : kzkp  1}. For N and P of this form, we will determine infh L(N,P, h) where h can be
any measurable function.

We first define the following convex optimization problem in order to state Theorem 2. In the proof
of Theorem 2, it will become clear how it arises.
Definition 3. Let ↵⇤(�, x) be the solution to the following convex optimization problem:

(z, y,↵) 2 Rd+d+1 min↵ s.t. kyk⌃  ↵ kzkB  � z + y = x (4)

where we use the seminorms kyk⌃ =
p

y>⌃�1y and kzkB = inf{� : z 2 �B}.

5

f(x) = 1� 1[h̃(x) = 1] g(x) = 1[h̃(x) = �1]
<latexit sha1_base64="TayJkUMdgYVXRZdr2iyAUl2CT5Q="></latexit>
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1� L(h, P,N) =
1

2
(E[1[h̃(X1) = 1]] + E[1[h̃(X�1) = �1]])

=
1

2
(E[g(X�1)] + 1� E[f(X1)])
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) 1� L(h, P,N)  1

2
(1 + C(P1, P�1))

<latexit sha1_base64="sBVvY60c7YRRKm8L676PzlkT+uo="></latexit>

1� L(h, P,N) =
1

2
(E[1[h̃(X1) = 1]] + E[1[h̃(X�1) = �1]])

=
1

2
(E[g(X�1)] + 1� E[f(X1)])
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Adversarial constraint

Let     be the space of examples and                        a neighborhood function on this spaceX
<latexit sha1_base64="LYZqSCIBeS9vp76MI72FAl/RYTY="></latexit>

N : X ! 2X
<latexit sha1_base64="B92ZA2o2AUIVKFedeVJ/dPpmZws="></latexit>

inf
h

L(h, P,N) =
1

2

�
1� C(PX1 , PX�1)

�
<latexit sha1_base64="ZqroInYlue0ANhGJ3UltM5HuPEo="></latexit>

where                           can be any measurable function.h : X̃ ! {1,�1}
<latexit sha1_base64="50Qslu8rNoF45g72xAKKMWfh/GQ="></latexit>

Then, for any pair of distributions                 on  PX1 , PX�1
<latexit sha1_base64="YnYkMnUQzKJ8MdKyPR5oowsVEXM="></latexit>

X
<latexit sha1_base64="LYZqSCIBeS9vp76MI72FAl/RYTY="></latexit>

Theorem

Takeaways 
- Holds under very mild assumptions on space and distributions (valid for all practical cases) 
- Lower bound on loss for any classifier 
- Quantity on the right is easier to compute in cases of interest
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where         is the complementary cumulative distribution function 
of the standard normal. 
               is the solution to a convex optimization problem balancing  
natural and adversarial noise.
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Theorem
inf
h

L(h, P,N) = 1� 2C(N (µ,⌃),N (�µ,⌃)) = Q(↵⇤(�, µ))
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where         is the complementary cumulative distribution function 
of the standard normal. 
               is the solution to a convex optimization problem balancing  
natural and adversarial noise.

Special Case: Gaussian data

Takeaways 
For convex, symmetric adversaries,  
- Optimal strategy is to ‘translate and pair’ 
- Optimal classifier is linear 
- Optimal loss has a closed form

P1 = N (µ,⌃), P�1 = N (�µ,⌃).
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Figure 5: Variation in minimum 0� 1 loss (adversarial robustness) as � is varied for ‘3 vs. 7’. For all
datasets, the loss of a robustly classifier (trained with iterative adversarial training [53]) is also shown
for a PGD adversary with an `2 constraint.

value of � is close to the boundary when adversarially perturbed, making the classification problem
very challenging.

Figure 6c shows the variation in the minimum possible 0 � 1 loss for the CIFAR-10 dataset. We
note that in order to reduce the classification accuracy to random for CIFAR-10, a much larger `2
budget is needed compared to either MNIST or Fashion-MNIST, implying that the classes are better
separated. Further, for this dataset, the model used is not able to converge beyond � = 1.5.

7 Related work and Concluding Remarks

We only discuss the closest related work that analyzes evasion attacks theoretically. Extensive recent
surveys [10, 50, 62] provide a broader overview.

Distribution-specific generalization analysis: Schimdt et al. [66] studied the sample complexity of
learning a mixture of Gaussians as well as Bernoulli distributed data in the presence of `1-bounded
adversaries, which we recover as a special case of our framework in 5. Gilmer et al. [32] analyzed the
robustness of classifiers for a distribution consisting of points distributed on two concentric spheres.
In contrast to these papers, our framework applies for any binary classification problem as our lower
bound applies to arbitrary distributions.

Sample complexity in the PAC setting: Cullina et al. [23], Yin et al. [83] and Montasser et al. [54]
derive the sample complexity needed to PAC-learn a hypothesis class in the presence of an evasion
adversary. These approaches do not provide an analysis of the optimal loss under a given distribution,
but only of the number of samples needed to get ✏-close to it, i.e. to learn the best empirical hypothesis.

Optimal transport for bounds on adversarial robustness: Sinha et al. [71] constrain the adversary
using a Wasserstein distance bound on the distribution that results from perturbing the benign distri-
bution and study the sample complexity of SGD for minimizing the relaxed Lagrangian formulation
of the learning problem with this constraint. In contrast, we use a cost function that characterizes
sample-wise adversarial perturbation exactly, which aligns with current practice and provide a lower
bound on the 0� 1 loss with an adversary, while Sinha et al. minimize an upper bound to perform
robust training. Dohmatob [26] uses the ‘blowup’ property of certain data distributions to provide
bounds on adversarial risk, given some level of ordinary risk. In comparison, we require very mild
assumptions on the example space, distribution, and adversarial constraints while the assumptions
in Dohmatob’s paper are more restrictive. Even in regimes where the framework of Dohmatob is
applicable, our approach provides two key advantages. First, our bounds explicitly concern the
adversarial robustness of the optimal classifier, while Dohmatob’s relate adversarial the adversarial
robustness to the benign classification error of a classifier. Thus, our bounds can still be nontrivial
even when there is a classifier with a benign classification error of zero, which is exactly the case in
our MNIST experiments. Second, our bounds apply for any adversarial budget while Dohmatob’s
become non-trivial only when the adversarial budget exceeds a critical threshold depending on the
properties of the space.

Possibility of robust classification: Bubeck et al. [13] show that there exist classification tasks in
the statistical query model for which there is no efficient algorithm to learn robust classifiers. Tsipras
et al. [77], Zhang et al. [85] and Suggala et al. [74] study the trade-offs between robustness and
accuracy. We discuss this trade-off for Gaussian data in Section 4.
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learning a mixture of Gaussians as well as Bernoulli distributed data in the presence of `1-bounded
adversaries, which we recover as a special case of our framework in 5. Gilmer et al. [32] analyzed the
robustness of classifiers for a distribution consisting of points distributed on two concentric spheres.
In contrast to these papers, our framework applies for any binary classification problem as our lower
bound applies to arbitrary distributions.
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derive the sample complexity needed to PAC-learn a hypothesis class in the presence of an evasion
adversary. These approaches do not provide an analysis of the optimal loss under a given distribution,
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of the learning problem with this constraint. In contrast, we use a cost function that characterizes
sample-wise adversarial perturbation exactly, which aligns with current practice and provide a lower
bound on the 0� 1 loss with an adversary, while Sinha et al. minimize an upper bound to perform
robust training. Dohmatob [26] uses the ‘blowup’ property of certain data distributions to provide
bounds on adversarial risk, given some level of ordinary risk. In comparison, we require very mild
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become non-trivial only when the adversarial budget exceeds a critical threshold depending on the
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Figure 6c shows the variation in the minimum possible 0 � 1 loss for the CIFAR-10 dataset. We
note that in order to reduce the classification accuracy to random for CIFAR-10, a much larger `2
budget is needed compared to either MNIST or Fashion-MNIST, implying that the classes are better
separated. Further, for this dataset, the model used is not able to converge beyond � = 1.5.
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surveys [10, 50, 62] provide a broader overview.

Distribution-specific generalization analysis: Schimdt et al. [66] studied the sample complexity of
learning a mixture of Gaussians as well as Bernoulli distributed data in the presence of `1-bounded
adversaries, which we recover as a special case of our framework in 5. Gilmer et al. [32] analyzed the
robustness of classifiers for a distribution consisting of points distributed on two concentric spheres.
In contrast to these papers, our framework applies for any binary classification problem as our lower
bound applies to arbitrary distributions.

Sample complexity in the PAC setting: Cullina et al. [23], Yin et al. [83] and Montasser et al. [54]
derive the sample complexity needed to PAC-learn a hypothesis class in the presence of an evasion
adversary. These approaches do not provide an analysis of the optimal loss under a given distribution,
but only of the number of samples needed to get ✏-close to it, i.e. to learn the best empirical hypothesis.

Optimal transport for bounds on adversarial robustness: Sinha et al. [71] constrain the adversary
using a Wasserstein distance bound on the distribution that results from perturbing the benign distri-
bution and study the sample complexity of SGD for minimizing the relaxed Lagrangian formulation
of the learning problem with this constraint. In contrast, we use a cost function that characterizes
sample-wise adversarial perturbation exactly, which aligns with current practice and provide a lower
bound on the 0� 1 loss with an adversary, while Sinha et al. minimize an upper bound to perform
robust training. Dohmatob [26] uses the ‘blowup’ property of certain data distributions to provide
bounds on adversarial risk, given some level of ordinary risk. In comparison, we require very mild
assumptions on the example space, distribution, and adversarial constraints while the assumptions
in Dohmatob’s paper are more restrictive. Even in regimes where the framework of Dohmatob is
applicable, our approach provides two key advantages. First, our bounds explicitly concern the
adversarial robustness of the optimal classifier, while Dohmatob’s relate adversarial the adversarial
robustness to the benign classification error of a classifier. Thus, our bounds can still be nontrivial
even when there is a classifier with a benign classification error of zero, which is exactly the case in
our MNIST experiments. Second, our bounds apply for any adversarial budget while Dohmatob’s
become non-trivial only when the adversarial budget exceeds a critical threshold depending on the
properties of the space.

Possibility of robust classification: Bubeck et al. [13] show that there exist classification tasks in
the statistical query model for which there is no efficient algorithm to learn robust classifiers. Tsipras
et al. [77], Zhang et al. [85] and Suggala et al. [74] study the trade-offs between robustness and
accuracy. We discuss this trade-off for Gaussian data in Section 4.
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